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(54) COMMUNICATION PROTOCOL EXAMINING DEVICE 

(57)Abstract: 

PURPOSE: To examine a protocol for a computer whose loaded protocol is 
unknown in a short time without need of the use of a computer whose loaded 
protocol is known in the preparation stage of interconnecting the computer whose 
loaded protocol is unknown and the computer whose loaded protocol is known. 
CONSTITUTION: The check device 100 is constituted of a message transmission 
reception function section 11a test pattern definition section 12 and a message 
analysis/selection function section 13. The function section 13 uses the message 
transmission reception function section 1 1 based on definition information 
registered by the definition section 1 1 and transmits and receives a message 
to/from an opposite electronic computer and decides a profile received by a the 
opposite computer based on the result of analysis of the received message as the 
protocol of the opposite party. 



CLAIMS 



[Claim(s)] 

[Claim 1]When communicating between the 1st electronic computer and the 2nd 
electronic computer characterized by comprising the followingin order to select a 
communications protocol which is the agreement between bothA communications 
protocol investigating device which investigates the suiting protocol by making said 
1 st electronic computer into the other party in order to double based on mounting 
of a strange communications protocol of said 1 st electronic computer to any of 
the known protocol specification conditions of said 2nd electronic computer they 
are. 

A wording-of-a-telegram transmitting function part. 



Based on test pattern defining information registered into a test pattern definition 
part whicli registers test pattern defining informationand said test pattern 
definition partsaid wording-of-a-telegram transmitting function part is 
usedTransmit and receive wording of a telegram between otiier party electronic 
computersand based on an analysis result of wording of a telegram which 
receivedWith reference to said test pattern definition partchoose the following test 
pattern defining informationtransmit and receive wording of a telegram between 
other party electronic computers similarlyanalyze a received message based on 
itand this is repeated hereafterThe wording-of-a-telegram analysis / selecting 
function part which specifies a profile which can receive an other party electronic 
computer as a partner protocol 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]When this invention communicates between electronic 
computersin order that it may select the communications protocol which is the 
agreement between bothin order to unite based on mounting of the strange 
communications protocol of one computer to any of the known protocol 
specification conditions of the computer of another side they areit is related with 
the communications protocol investigating device which investigates the suiting 
protocol by making this one computer into the other party. 
[0002] 

[Description of the Prior Art]Electronic computer mutual communication is 
performed being based without the procedure on which it has agreed beforehand 
between the electronic computers of the both sides called a communications 
protocol. It is related to an agreement here at the form of the wording of a 
telegram transmitted and receivedan orderand timing. 

[0003]Conventionallyin accordance with the classification of the communication 
line to be usedand a usevarious things were developed and the communications 
protocol has been used. Fundamentallyalthough a communications protocol can be 
freely decided between the computers engaged in communicationsince the 
development cost of a protocol processing function is hugestandardization of a 
protocol is attained and there is a flow used general-purpose. OSI (Open Systems 
Interconnection) can be mentioned as a typical thing of the protocol standardized 
for such the purpose. 

[0004]As a feature of these standardized protocolsit defines as a form with many 
variantsand it is mentioned that it can respond to the diversity of a service 
condition. It is necessary it not only to to specify the protocol type used between 
the electronic computers engaged in communication in actual communicationbut 
to specify to the value of the variant in a protocol. The variant concerned which 



specified the value of the variant in a protocol may be called a profile. 
[0005]As existing art of the device used in order to perform regulation of the 
variant value of a protocoli.e.pickpocket ****** of a profilean on-line monitor 
device and a protocol conformance-testing device exist. 

[0006] Drawing 9 is an explanatory view showing the examination gestalt by an on- 
line monitor device. When while the on-line monitor device 1 does not have itself a 
function which transmits and receives wording of a telegram but it is a 
communicative subject connects the on-line monitor device 1 to the 
communication wire LI between the electronic computer 2 and the electronic 
computer 3 of another sideThis on-line monitor device 1 is characterized by 
having a function which records and outputs the communication content between 
both electronic computers to the output unit 4. It is in charge of an output and 
this may be called protocol ARANAIZA especially about an on-line monitor device 
with the function to perform the analysis and edit about a specific protocol. 
[0007] Drawing 10 is an explanatory view showing the examination gestalt by a 
protocol conformance-testing device. The protocol conformance-testing device 5 
is a communication apparatus which has a communication function using a specific 
profile. 

It is a device verifying that the electronic computer concerned can operate 
according to the profile concerned by communicating via the communication wire 
L1 between the electronic computers 6 which have a communication function. 

[0008] 

[Problem(s) to be Solved by the Invention]When the protocol mounting range of 
the electronic computer of both which serve as a communicative subject when 
carrying out interconnection between the electronic computers with which 
protocol mounting differs is knownit is possible to carry out interconnectionafter 
finding out the profile which belongs common to the mounting ranges of both and 
verifying that communication according [ both electronic computers ] to the profile 
concerned is possible using the protocol conformance-testing device about this 
profile. 

[0009]Howeveralthough the protocol mounting range is known about one 
electronic computer of the electronic computers in connection with 
interconnectionit is common to connect the electronic computer of both which 
serve as a communicative subject for the time being about the electronic 
computer of another side when strangeness and investigation are difficult for the 
protocol mounting rangeand to try communication. 
[0010]When tryingby using an on-line monitor devicethe process of a 
communicative trial is investigatedand if possiblethe protocol mounting range will 
amend the use profile conditions of a known electronic computerand will try 
communication again. Thuscommunicative trial and the process of correction of 
profile conditions needed to be repeated and carried out until communication 
becomes possible eventually or it became clear for correction of profile conditions 
to have been impossible. 



[001 1]Thereforein conventional technologythe electronic computer of both which 
serve as a communicative subject and the on-line monitor device for analysis are 
requiredAnd since the period for amending after-trial profile conditions was 
requiredthere was a problem that a period until an usable profile is specified as 
interconnection will become long. 

[0012]In the preparatory step in the case of performing interconnection of an 
electronic computer with a protocol mounting range difficult for strangeness and 
investigationthe electronic computer whose protocol mounting range is knownand 
** in this inventionThe protocol mounting range does not require using the 
electronic computer which is knownbut it for and a short period of time. It aims at 
providing the communications protocol investigating device (device with which the 
protocol mounting range investigates the protocol for strangeness and an 
electronic computer with difficult investigation) which can make adjustment of the 
profile of both electronic computers complete. 
[0013] 

[Means for Solving the ProblemJWhen communicating between the 1st electronic 
computer and the 2nd electronic computer by this invention for the above- 
mentioned purpose achievementin order to select a communications protocol 
which is the agreement between bothin order to double based on mounting of a 
strange communications protocol of said 1 st electronic computer to any of the 
known protocol specification conditions of said 2nd electronic computer they arein 
a communications protocol investigating device which investigates the suiting 
protocola wording-of-a-telegram transmitting function parta test pattern definition 
part which registers test pattern defining informationand wording-of-a-telegram 
analysis / selecting function part were provided by making said 1st electronic 
computer into the other party. 
[0014] 

[Function]Wording-of-a-telegram analysis / selecting function part uses a 
wording-of^a-telegram transmitting function part based on the test pattern 
defining information registered into the test pattern definition partTransmit and 
receive wording of a telegram between other party electronic computersand based 
on the analysis result of the wording of a telegram which receivedThe following 
test pattern defining information is chosen with reference to a test pattern 
definition partwording of a telegram is similarly transmitted and received between 
other party electronic computersa received message is analyzed based on 
ithereafterthis is repeated and the profile which can receive an other party 
electronic computer is specified as a partner protocol. 

[0015]In shortthe communications protocol investigating device by this invention is 
a communication processing unit. 

Protocol mounting connects with a strange electronic computer in advance of the 
interconnection of the electronic computer whose protocol mounting is knownand 
an electronic computer with strange protocol mountingAre a device to perform 
protocol investigation of the electronic computer of the protocol mounting 
strangenessand investigation of a mounting protocolThe function to analyze the 



form of the wording of a telegram which the electronic computer concerned which 
is a subject of search transmits and the wording-of-a-telegram form based on two 
or more profilesan orderand timing are changedand it carries out using the function 
to investigate a difference of operation of the electronic computer concerned. 

[0016] 

[Example]Nextthe example of this invention is described with reference to figures. 
Drawing 2 is an explanatory view showing the connecting relation of the 
communications protocol investigating device by this invention. As seen in the 
figurein advance of the interconnection of the electronic computer 2 whose 
protocol mounting is knownand the electronic computer 6 with strange protocol 
mountingit connects with the electronic computer 6 with strange protocol 
mounting via the communication wire LI Conducting protocol investigation of the 
electronic computer 6 of the protocol mounting strangeness calls it the 
communications protocol investigating device 100 by this invention. 
[001 7] Drawing 3 is a flow chart which shows the process flow of the 
communications protocol investigating device 1 00 by this invention. Hereafterit 
explains with reference to the figures. The investigating device concerned is first 
connected to the partner electronic computer used as a subject of 
searchcommunication processing is performed (step STIODand the 
communication content is analyzed (step ST102). And it is judged whether the 
communication processing sequence is based on the use profile of the 
investigating device concerned (step ST103). 

[001 8]A problem part is pinpointed by analyzing the diagnosis codes of the error 
packet which received in process of processingwhen judged with not being based 
on a use profile etc. (step ST104)According to the resultthe preset value of the 
use profile of the investigating device concerned is changed (step ST105)and 
communication processing is performed again. 

[0019]On the other handwhen judged with being basedit judges that the use profile 
of the investigating device concerned was in agreement with the partner electronic 
computer (step ST106)and processing is ended. It is possible to specify the 
mounting protocol of a test objective electronic computer by the above. 
[0020] Drawing 4 is an explanatory view showing the comparison result of the 
communications protocol investigating device by this inventionand the monitoring 
device and test equipment by conventional technology. The difference between 
the communications protocol investigating device by this inventionand the on-line 
monitor device by conventional technologyAs opposed to an on-line monitor 
device being a passive device which conducts only the record and analysis of 
transmission and reception of wording of a telegram by both electronic computers 
on the occasion of the interconnection between electronic computers (refer to 
sequence 1)The communications protocol investigating device by this invention is 
at the point of conducting record and analysistransmitting and receiving wording of 
a telegram actively itself. (Refer to sequence 3). 

[0021]The difference between the communications protocol investigating device 



by this inventionand the protocol conformance-testing device by conventional 
technologyWhen a protocol conformance-testing device transmits and receives 
the wording of a telegram based on a specific profileWhen it becomes clear that 
the profile concerned is not mounted for the purpose of judging whether the 
profile with a specific partner electronic computer is mountedThe protocol 
investigating device by this invention to interrupting communication as a test 
failure (refer to sequence 2)The profile to be used is changed based on the place 
sake of a partner electronic computerand since it aims at specifying eventually the 
profile which can receive a partner electronic computeralso when the 
communication based on the profile used at the beginning becomes unsuccessfulit 
is in the point which communication does not interrupt. (Refer to sequence 3). 
[0022]Nextthe composition of the communications protocol investigating device as 
one example of this invention is explained to an example for an X.25 packet layer 
protocol applicable to the OSI network layer which is one of the standardization 
protocols. HereX.25 is an advice number of the technical advice for 
standardization required for the international connection by CCITT (Consulting 
Committee of International Telegraph & Telephone). 

[0023] Drawing 1 is a block diagram showing the example of composition of the 
communications protocol investigating device as one example of this invention, in 
the figure — 11 — a wording-of-a-telegram transmitting function part and 12 — a 
test pattern definition part and 1 3 — wording-of-a-telegram analysis / selecting 
function part — it comes out. 

[0024]The wording-of-a-telegram transmitting function part 1 1 is the X.25 link 
layer protocol which is a low order layer protocol of an X.25 packet layeri.e.the 
treatment module which realizes the protocol processing function of LAP-B (link 
access protocol-balanced). Protocol mounting is protocol mounting within the 
limits of a known electronic computerand the test pattern definition part 12 is a 
treatment module for registering the possible test pattern. The test pattern itself 
is memorized on storagessuch as a magnetic disk. 

[0025]Wording-of-a-telegram analysis / selecting function part 13 uses the 
wording-of-a-telegram transmitting function part 1 1 based on the test pattern 
information defined as the test pattern definition part 12It examinesand based on 
the analysis resultit asks for the following test patternthe reference to the test 
pattern definition part 1 2 is performedand the following test pattern is chosen by 
transmitting and receiving wording of a telegram. 

[0026]Nextthe example of the investigation of a protocol variant based on the 
analysis/function preselection capability which wording-of-a-telegram analysis / 
selecting function part 1 3 carries out is explained. X. Address expansion facility 
can be mentioned as a thing in connection with a message format among the 
variants in 25 packet-layer protocol. 

[0027] Drawing 5 is a figure showing the process flow in the case of checking the 
address expansion facility mounting existence of a partner electronic computer 
with the communications protocol investigating device by this invention (when the 
communications protocol investigating device side carries out call origination). 



Drawing 5 is referred to. 

[0028]That iswhen the communications protocol investigating device side carries 
out call originationCR packet 8 which gave address expansion facility firstand CR 
packet 9 which does not give address expansion facility are transmitted one by 
one (step ST201). And response 8' to the packet 8 judges with mounting (Step 
ST202)when response 9' to CC (acceptance) and the packet 9 is CI (refusal)and 
the partner electronic computer mounting address expansion facility (step ST203). 
Converselyresponse 8' judges (Step's ST's202') un-mountingwhen CI and response 
9' are CCand a partner electronic computer judges address expansion facility (step 
ST203'). 

[0029] Drawing 6 is a figure showing the process flow in the case of checking the 
address expansion facility mounting existence of a partner electronic computer 
with the communications protocol investigating device by this invention (when the 
partner electronic computer side carries out call origination). Drawing 6 is referred 
to. 

[0030]That iswhen the partner electronic computer side carries out call 
originationit judges by the format of the CN packet 10 which a communications 
protocol investigating device receives. Judging (Step ST204) to be mountingwhen 
address expansion facility existsa partner electronic computer judges address 
expansion facility (step ST205). When address expansion facility does not existit 
judges with (Step ST204')and It judges a partner electronic computer's address 
expansion facility un-mounting (step ST205'). 

[0031]X. As a thing in connection with an orderthe restart processing necessity 
after data link establishment can be mentioned among the variants in 25 packet- 
layer protocol. Drawing 7 is a figure showing the process flow in the case of 
checking the restart processing mounting existence of a partner electronic 
computer with the communications protocol investigating device by this invention. 
[0032] Drawing 7 is referred to. The wording-of-a-telegram sequence which 
performs outgoing/incoming call processing (step ST303) in this processing after 
carrying out data link establishment (step ST301) back restart processing (step 
ST302)The wording-of-a-telegram sequence which performs outgoing/incoming 
call processing (step ST303') for not carrying out data link establishment (step 
ST30r) back restart processing (step ST302') is generatedand mounting existence 
is checked by whether each is received or not (step ST304). 
[0033]As a thing in connection with timingT1 1 timer which supervises the time to 
CA packet transmission after the notice of a CR packet can be mentioned among 
the variants in an X.25 packet layer protocol. Drawing 8 is a figure showing the 
processing sequence in the case of checking the mounting existence or the preset 
value of T1 1 timer of a partner electronic computer with the communications 
protocol investigating device by this invention. 

[0034] Drawing 8 is referred to. After CN packet reception transmitted from the 
partner electronic computer (step ST401) (step ST402)When (Step ST403) and a 
partner are supporting T1 1 timer by not transmitting CA packetit is sent out by 
CQ packet after timeout of T1 1 timer (step ST404)and in the protocol 



investigating device side. Since CI packet is received (step ST405)T1 1 timer value 
becomes clear by measuring the time (t) from CN packet reception to reception of 
CI packet (step ST406). 

[0035]Howeverin order to terminate investigation within a limited periodit is 
necessary to restrain time until it receives CI packet after CN packet reception. 
For this reasonalso when reception of CI packet is not performedthe judgment of 
whether the partner electronic computer mounts T1 1 timer and whether the timer 
value is set up more greatly than measuring time cannot be performed. 
[0036] 

[Effect of the InventionjThat the protocol mounting range of the inside engaged in 
interconnection by using the communications protocol investigating device by this 
invention uses the electronic computer which is knownwithout requiringThe 
specification of acceptable profile conditions of an electronic computer with a 
protocol mounting range difficult for strangeness and investigation is attainedAnd 
it enables a communications protocol investigating device to shorten substantially 
the period which profile adjustment takes the wording-of-a-telegram sequence in 
various profile conditions without through a help since it is generable. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the example of composition of the 

communications protocol investigating device as one example of this invention. 

[Drawing 2] It is an explanatory view showing the connecting relation of the 

communications protocol investigating device by this invention. 

[Drawing 3] It is a flow chart which shows the process flow of the communications 

protocol investigating device 100 by this invention. 

[Drawing 4] It is an explanatory view showing the comparison result of the 

communications protocol investigating device by this inventionand the monitoring 

device and test equipment by conventional technology. 

[Drawing 5] It is a flow chart which shows the process flow in the case of checking 
the address expansion facility mounting existence of a partner electronic computer 
with the communications protocol investigating device by this invention (when the 
communications protocol investigating device side carries out call origination). 
[Drawing 6] It is a flow chart which shows the process flow in the case of checking 
the address expansion facility mounting existence of a partner electronic computer 
with the communications protocol investigating device by this invention (when the 
partner electronic computer side carries out call origination). 
[Drawing 7] It is a flow chart which shows the process flow in the case of checking 
the restart processing mounting existence of a partner electronic computer with 
the communications protocol investigating device by this invention. 
[Drawing 8] It is a sequence diagram showing the processing sequence in the case 
of checking the mounting existence or the preset value of T1 1 timer of a partner 



electronic computer with tlie communications protocol investigating device by this 
invention. 

[Drawing 9] It is an explanatory view showing the examination gestalt by an on-line 
monitor device. 

[Drawing 10] It is an explanatory view showing the examination gestalt by a 
protocol conformance-testing device. 
[Description of Notations] 

1 — An on-line monitor device2 — A communication subject's electronic 
computers — A communication subject's electronic computer4 [ — A wording-of- 
a-telegram transmitting function part 12 / — A test pattern definition parti 3 / — 
Wording-of-a-telegram analysis / selecting function parti 00 / — Communications 
protocol investigating device ] — An output unit5 — A protocol conformance- 
testing device6 — The electronic computerl 1 used as a test objective 



